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Abstract. Following GOOGLE’s announcement of its Quantum Computing 
Supremacy (Arute, Arya and Babbush 2019) in late 2019, CLARICE (a 
Technology Risk French start-up) began its collaboration with Dr Joe Ghalbouni 
(Researcher in Quantum Computing and Communication) to assess the 
forthcoming Quantum Computing risks and their implications over different 
ecosystems. Our preliminary findings as well as CHINA’s announcement of its 
Quantum Computing Supremacy in late 2020 (Zhong, et al. 2020), made us 
presume that Quantum Computing advancement timelines may be accelerating, 
which led us to conceive our joint project: QuRisk. This conviction was 
strengthened by the French government’s announcement of its Quantum Plan in 
early 2021 (Gouvernement Français 2021), aiming to federate national efforts in 
the wake of this “technological revolution”. The following paper lays the 
foundation of our vision, philosophy and methodology about how to manage 
Quantum Computing threats while embracing it as a technology and harvesting its 
applications into competitive advantage. 
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Introduction 
 
Quantum computing is considered as one of the most disruptive emerging technologies for the 
years to come. Its inherent threats will both affect those who will adopt it and those who won’t. 
However, the opportunities embedded within Quantum applications will radically change the 
processes in major sectors and open new challenges once limited by conventional computers.  

The critical need for most organisations is a way to understand Quantum computing, to 
assess its Cyber, Business and Operational risks and to elaborate a proper Response Plan. All 
this, while discovering its potential and embracing its opportunities by building Quantum 
applications, that give them real competitive advantage as early adopters. 

In this paper we propose a complete Quantum Framework, elaborated by QuRisk, to 
help those organisations embrace this new technology via a risk-based approach, centred 
on knowledge, planning and targeted concretization. Before diving into the Framework we will 
introduce Quantum Computing and its architectures, because we cannot properly manage what 
we fail to understand. 
 
 
Understanding Quantum Computing 
 
1. Quantum computing versus classical computing 
 
Quantum computing is the idea behind using a computing system that obeys the laws of 
Quantum physics. As Richard Feynman brilliantly states, nature isn’t classical and if you want 
to make a simulation of nature, you’d better make it Quantum mechanical (Feynman 1982). 

Conventional computers (that we will name classical from there on), utilize the binary 
system where information is coded in bits (“0”s and “1”s). Whereas Quantum computers utilize 
an analogue to bits that we name “Quantum bits” or “qubits” (represented by photons, 
electrons, ions, atoms, etc.). Thanks to the laws of Quantum physics, a qubit is not confined to 
one of the two values 0 and 1 but also to an arbitrary superposition of the form 𝑎|0⟩  +  𝑏|1⟩ 
(Meaning, as long as the qubit is not measured, it is simultaneously in both states 0 and 1). We 
call this principal Quantum superposition. 

Even though measuring a Quantum state will confine it to one of the possible combinations, 
all the possible combinations can be tested simultaneously for a given purpose using the 
appropriate Quantum logical gates. We call this principal Quantum parallelism. An important 
condition though is that prior to measurement, which usually happens at the end of the circuit, 
the Quantum logical gates must be reversible. This allows for a preservation of superposition 
and a back and forth in the Quantum circuit before reaching the measurement state that must 
be carried out at the appropriate moment. 

Since qubits can be found in superposition of states, the number of possible Quantum logical 
gates becomes much bigger than in the classical case. We now have access to states and 
operations previously unattainable. Quantum entanglement principal allows for strong 
correlations and leverage increasing the potential of Quantum computing power. 

Using these principals, Quantum computing algorithms can achieve solving times for 
specific tasks way faster than their classical counterpart. This is known as “Quantum 
Supremacy” or “Quantum Speedup”. In a following subsection we regard the importance of 
this notion to cryptographic protocols currently in use. 
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2. Architecture of Quantum computing  
 

Quantum computers, just like their classical counterparts, are prone to errors. Error detection 
and correction was a problem for a long time for two main reasons: 

1. Measuring a qubit destroys its superposition 
2. The no-cloning theorem in Quantum information forbids us to copy a superposition 

 
The introduction of Quantum error correcting codes has put faith back into Quantum computing 
research and has made Quantum computing architectures feasible. The hard task though is to 
keep a Quantum system coherent as long as possible. Qubits are prone to unwilling interaction 
with their environment, which can destroy their superposition by acting similar to an act of 
measurement. This is known as decoherence. In order to counter this issue, researchers have 
been working on isolating qubits as much as possible whether by making use of cold atoms, 
ion traps with optical lattices, etc… However, persistent fundamental obstacles have led 
different research teams to elaborate several other approaches. Thus, we present the main four 
prominent Quantum computing architectures being currently adopted:  
 

 
Reversible Quantum 

Computing 
 

(Quantum Circuit Model) 

Qubits need to have a long enough coherence time to process the 
Quantum circuit and output the desired result. This comes with 
challenging experimental difficulties as listed above. However, a lot 
of progress is being made regarding that concern. At the moment, 
Quantum computing is at the Noise Intermediate-Scale Quantum era 
(NISQ) as described by John Preskill (Preskill, 2018). Quantum 
computers that will come out at several hundreds of qubits in a few 
years are expected to model multibody physics and show 
computational advantage compared to their classical counterpart. 
However, progress still has to be made in order to reach a fully fault 
tolerant Quantum computer. 

 
Variational Quantum 

Eigensolvers 
 

(Hybrid Computing) 
 

Quantum processing units can be coupled along with classical 
processing units to reach solutions for problems using Variational 
Quantum Eigensolver (VQE). This is a suitable approach for 
applications that do not require severe fault tolerance such as Quantum 
chemistry, optimization, and machine learning (Peruzzo, et al. 2014). 

 
One Way Quantum 

Computing 
 

(Measurement Based 
Quantum Computing) 

 

A cluster of qubits is prepared in an entangled graph state (Briegel, et 
al. 2009). Measurement is then performed to specific qubits, which 
yield a Quantum gate chosen at random from a set to the remaining 
unmeasured ones. It is proven that most results from the circuit model 
can be retrieved. 

 
Adiabatic Quantum 

Computing 
 

(Quantum Annealing) 
 

Addresses the problem of finding the state with the lowest energy 
level from a superposition (Finnilia, et al. 1994), its architecture is 
currently used by Canadian company D-Wave. 

 
Monitoring the experimental progress and practicality of each of these approaches is of 
extreme importance for the years to come. 
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3. Impacts on today’s Cryptography 
 
Despite Quantum computers still currently being in heavy development, several Quantum 
algorithms have been available for quite some time. It is possible to verify mathematically their 
potential of solving some of the otherwise known as classically hard problems. Grover 
algorithm (Grover 1996) for example allows us to search in a table of 𝑛 elements, the unique 
𝑛  that outputs for a given function 𝑓, 𝑓(𝑛 )  =  1 while all other entries give 𝑓(𝑛 )  =  0 (for 

all 𝑛  ≠  𝑛 ), with a complexity of √𝑛 instead of 𝑛/2 on average classically (meaning, this 
algorithm can help us find the correct result from multiple options in a more efficient way). 

Peter Shor’s algorithm (Shor 1997) can solve another classically complex problem which 
relies on the factorization of big semiprime numbers, numbers which are the product of two 
primes. Shor’s algorithm can find these two coprime in 𝑙𝑜𝑔 (𝑁) which is almost the 
exponential acceleration of 𝑒 for the most effective classical factorization algorithm known, 
the general number field sieve. 

These two algorithms exhibit the behaviour we previously defined as “Quantum speedup” 
or “Quantum supremacy”, due to their ability to outclass the most performant classical system. 
With these advantages though, comes a big threat to our current cryptography protocol. 
Public key cryptography (known as asymmetric cryptography), as well as symmetric 
cryptography and hashing functions all rely on a mathematical complexity which is 
widely believed to be impractical in time to solve. 

RSA for example, relies on the fact that deducing the private key from the public key, a 
factorization problem, is too hard for classical computers when the key is big enough. Using 
Shor’s algorithm for example it is predicted that a 2048-bit RSA key can be retrieved using 
4096 logical qubits, while 224-bit ECC would only require 1600 logical qubits (Kirsch and 
Chow 2015). Symmetric key and hashing functions see their security level decrease 
considerably with Grover’s algorithm (Mavroeidis, et al. 2018).  

Shor and Grover’s algorithms might not be the only possible ones exhibiting Quantum 
supremacy. Constant research is being done as a purpose to break current encryption protocols 
using Quantum algorithms. Thus, with the fast development of this potentially powerful 
technology, a threat to cryptographic systems is imminent. Therefore, the US National Institute 
of Standards and Technology (NIST) has called for a competition regarding the development 
of new Quantum proof cryptography protocols, allowing data to remain secure in the presence 
of Quantum computers. The latter being in constant development, we cannot certify that a 
cryptography protocol can be eternally Quantum resistant and it is up to Quantum computing 
experts to evaluate how secure it still is at assessing time. It is of extreme importance to monitor 
different technologies behind Quantum computing and stay up to date to be ready when threat 
becomes imminent.  
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4. Potential of Quantum Computing 
 
Performing faster calculations and reducing the needed computing time, open the doors to a lot 
of potential fields. From these applications we list some for the following major sectors: 
 

Banking/Finance 

● Stock Market Forecast 
● Portfolio Optimization 

Insurance/Risk Management 

● Instrument Valuation 
● Fraud Detection 

Pharmaceutical/Chemistry 

● Drug Interaction Prediction 
● Genomic Personalized Medicine 

Logistics/Manufacturing 

● Supply Chain/Inventory Optimization 
● Design Optimization 

Technology/Cybersecurity 

● Machine Learning Optimization 
● Quantum Teleportation 

Gaming/Entertainment 

● Random Number Generator 
● Image Rendering Optimization 

 
 
Preparing for post-Quantum Era with QuRisk Framework 
 

1. Quantum Awareness and Trainings (QuWARE) 
 
Since the recent breakthroughs and following the commercialisation of the first Quantum 
computers, it is important for organisations to be aware of the major advancements of Quantum 
technology, Quantum-related products and their business adoption within their sector. 
 
We identify three angles to address this need: 

● Evaluate the accuracy of Quantum-related information and claims through short and 
easy to read reports, 

● Elaborate and periodically update predictive charts about Quantum technical and 
functional advancements, 

● Elaborate and periodically update a Quantum Cryptographic Table enlisting the 
current used encryption protocols, their classical and Quantum Attack Algorithms, the 
current available Quantum Computing Power and an estimated timeline to break 
these protocols. 

 
Awareness and training are the cornerstone of dealing with new technologies, especially when 
being as complex as Quantum computing. According to Gartner’s Hype Cycle for Emerging 
Technology, following some technical breakthrough triggering publicity and media attention, 
we witness a phase of inflated expectations, filled with false information, exaggerated 
predictions and hasty investments over ambitious but more likely to fail projects. 
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● Innovation Trigger: A potential technology 
breakthrough kicks things off.  

● Peak of Inflated Expectations: Some success 
stories and scores of failures.  

● Trough of Disillusionment: Interest wanes as 
experiments fail to deliver.  

● Slope of Enlightenment: The technology 
benefits start to crystallize and be understood. 

● Plateau of Productivity: Mainstream adoption 
starts to take off. 
 
Source: Gartner 

 
 
Being an early adopter and surfing this wave without experiencing a negative fallout is based 
on a real understanding of the technology, its threats over the organisation and its real 
opportunities in terms of adoption. Therefore, we identified the needed knowledge basics to 
deal with Quantum computing and we defined an awareness program that can be tailored to 
any organisation’s profile and needs. Also, the disruptive nature of Quantum computing 
makes it crucial to include all these stakeholders within the curriculum. 
 
The steps of this program are listed as following: 

● Awareness session dedicated to Top Management, highlighting main threats and 
strategic opportunities of Quantum computing adoption, 

● Awareness session dedicated to Risk Managers, focusing on the different assessments 
required for Quantum computing, 

● Awareness session dedicated to IT & Security Managers, covering Cyber treats and 
technological aspects of Quantum computing, 

● Awareness session dedicated to Business Managers, discussing the many possible 
Business applications of Quantum computing, 

 
Moreover, we defined specific training courses for organisations wanting to embrace Quantum 
Computing Programming. We offer training in the most prominent Quantum Languages and 
Toolkits currently available: 

● Q# (Microsoft Quantum Development Kit), 
● Qiskit (Quantum Software Toolbox mainly used by IBM), 
● CirQ (Google’s Quantum Computing Toolkit), 
● TKet (Cambridge Quantum Computing Toolkit). 
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2. Quantum Risk Management (QuRM) 
 
To understand the real impact of Quantum computing over an organisation, it is important to 
conduct a thorough risk assessment not only covering Cyber risks but also including 
Operational and Business risks. 

Concerning Cyber risks, we analysed the 6 phases of the Quantum Risk Assessment (QRA) 
methodology proposed by the Global Risk Institute and we simplified it since we cover a lot 
of its components (awareness, technological watch, etc.) in our other streams.  
 
We define the following methodology to assess Quantum Cyber-risks: 

● Phase 1: Identify and map all assets including cryptographic protection and specify their 
owners, their data criticality and their underlying encryption protocols, 

● Phase 2: Map the identified encryption protocols with QuRisk Quantum Cryptographic 
Table in order to rate their vulnerability according to the updated timelines, 

● Phase 3: Elaborate a remediation plan by taking into consideration the asset’s data 
criticality and the protocols vulnerability. 

 
Even though current timelines indicate that real Quantum threat over cryptography is not 
expected before at least a decade, organisations are advised not to wait to begin their 
assessments in order to evaluate the required changes and estimate the overall cost of the 
Quantum-proof protocols implementation. 

Most of the proposed Quantum Risk Assessments solely cover Cyber risks, therefore 
neglecting other Operational and Business risks related to the adoption (or non-adoption) of 
Quantum technology. That’s why we strongly advise Risk Managers to assess the Business 
risks related to the non-adoption of Quantum technology and then assess the Operational 
risks related to its adoption. 

 

Standard Risk Categories 

Strategic Reputational Legal 

Regulatory Information Security Operational/IT 

Supplier HR Project 

 
We will publish soon a Quantum Risk Management report covering Quantum computing 
inherent risks for standard and specific risk categories. 
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Due to the disruptive nature of Quantum computing, organisations are advised to have a clear 
Quantum Response Plan to survive the post-Quantum Era. It is essential to understand that the 
Business risks related to this technology are as much important as the Cyber risks. Failing to 
adopt a clear plan, may cause on the long run a serious competitive disadvantage to 
organisations within the major sectors (Finance, Insurance, Pharmaceutical, etc.). 
 
We define a simple but efficient methodology to elaborate the Quantum Response Plan, 
presented as following: 
 

● ASSESS: This section includes the main results of the IT Risk, Cyber Risk, Business 
Risk and Operational Risk assessments. An Executive Summary presented to Top 
Management gives them a clear idea about the nature and criticality of the identified 
risks which can have an impact on the company’s strategy and business objectives on 
the medium-long term. A more detailed view is presented to IT and Business Managers 
to incorporate the findings within their processes and prepare them for implementing 
their related action plan. 
 

● MITIGATE: This section includes a detailed mitigation plan covering all the areas of 
the risk assessments and containing the following: 

o The proper response to each risk (Accept, Mitigate, Transfer, etc.), 
o The actions to be implemented, 
o An owner for each action, 
o An estimated timeline of implementation, 
o An identified assessor for action plan follow-up, 
o Resources and budget estimation for the action plan. 

 
● OVERCOME: This section details a Quantum adoption program, budgeted and 

tailored according to the needs and business objectives of the organisation. This 
program includes: 

o Awareness sessions and trainings, 
o Business Intelligence about Quantum advancement, 
o Update of related policies and procedures, 
o Quantum-based applications projects. 

 
The Quantum Response Plan must be sponsored by Top Management and updated 
periodically to reflect the new identified risks, the implemented action plan and later on the 
ROI of the developed Quantum-based applications. 
 
 
 
 
 
 
 
 
 



February 21                                                                                                                             9 

3. Quantum-based Applications (QuLAB) 
 
Companies such as IBM (IBM Quantum Experience), Microsoft (Azure Quantum) and 
Amazon (Amazon Quantum Solutions Lab) started proposing services such as running 
Quantum algorithms on their platforms, making use of their Quantum processing units, etc. 
    With Quantum programming libraries in machine learning and Quantum chemistry already 
available, more and more programs will start to be developed. This will also lead to the creation 
of other Quantum libraries to include other fields. 

Therefore, we defined an R&D initiative based on in-depth expertise and academic 
experience that allows us to keep up with these advancements and remain a strong contributor 
in the fields of Quantum Computing and Communications. This initiative will be at the source 
of our added value in this emerging field. 

In this perspective, we bring our expertise in Quantum programming to provide clients with 
Quantum applications suitable to their business needs. Whether companies require off the shelf 
or customized development, we propose solutions making use of the current Quantum cloud 
computing platforms. Therefore, we assist businesses to: 

● Remain competitive through the use of Quantum technologies, 
● Optimize their efficiency with Quantum computing power, 
● Offer specific solutions related to their objectives. 

 
These Quantum codes can be incorporated into existing Business applications, giving the 
client friendly and powerful modules based on Quantum calculation capacity. 
 
Conclusion 
 
We have proposed a complete risk-based Quantum Framework to help organisations survive 
post-Quantum Era. We defined a Quantum awareness and training program (QuWARE) 
constantly updated with the latest information (QuWATCH). We elaborated a Quantum Risk 
Assessment not solely based on Cyber risks but extended to Business and Operational risks 
(QuRM) in order to build a proper Response Plan (QuPLAN). We began researching and 
experimenting with current Quantum capabilities (QuLAB) to build from today, for early 
adopters, Quantum-based applications (QuAPPS).  

Hence, this Quantum Framework presents an effective way to draw up a Quantum strategy 
by balancing efficiently embedded risks and opportunities. 

Organisations must lay the foundation for their Quantum readiness starting today. Failing 
to act or postponing till the technology becomes more mature, may have serious 
consequences on their data security, their finances and their market shares. 
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